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Abstract: 

The Quick Response (QR) code was designed for storing information. These codes have a huge number of applications including: 

informat ion storage (advertising, museum art description), redirection to web sites, track and trace (for transportation tickets or 

brands), identification (flight passenger information, supermarket products) etc. In our proposed system the new rich QR code there 

are two storage levels and can be used for document authentication. This  new rich QR code, named two levels QR code (2LQR), has 

public and private storage levels. The public level is the same as the standard QR code storage levels; therefore it is readable by any 

classical QR code application. The private level is   code with an error correction capacity. The pattern recognition method is used to 

read the second level information and be used both in a private message sharing scenario. The experimental results show a perfect 

restoration of private informat ion. It also highlights the possibility of using this new rich QR code for document authentication 
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I. INTRODUCTION 

 

The QR code was invented for the Japanese automotive industry 

by Denso Wave corporation in 1994. The most important 

characteristics of this code are small printout size and high speed 

reading process. The certification of QR code was performed by 

International Organization of Standardization (ISO), and its 

whole specification can be found in [1].A QR code encodes the 

informat ion into binary form. Each in formation bit is represented 

by a black or a white module. The Reed-Solomon error 

correction code [2] is used for data encryption. Therefore, one of 

4 error correction levels has to be chosen during QR code 

generation. The lowest level can restore nearly 7% of damaged 

informat ion, the highest level can restore nearly 30%. As 

illustrated in Fig. 1, the QR code has a specific structure for 

geometrical correct ion and high speed decoding. Three position 

tags are used for QR code detection and orientation correction. 

One or more alignment patterns are used to code deformation 

adjustment. The module coordinates are set by timing patterns. 

Furthermore, the fo rmat informat ion areas contain error 

correction level and mask pattern. The code version and error 

correction bits are stored in the version information areas. 

 

 
Figure. 1. S pecific QR code structure consists of position tags, 

alignment patterns, timing patterns, format information and 

version information patterns. 

The QR code generation algorithm consists of information 

encoding using Reed-Solomon error correction code, information 

division on codewords, application of mask pattern, placement of 

codewords and function patterns into the QR code. The QR code 

recognition algorithm includes the scanning process, image 

binarization, geometrical correct ion and decoding algorithm. The 

simplest type of rich QR codes is the user-friendly QR code. The 

target of these codes is to improve the aesthetic view of QR 

codes. It consists of changing the colors and shape of the 

modules, or of adding an image into the QR code. Different 

design QR code generators are proposed as free or paid 

applications.2 However, most of these generators prefer to 

sacrifice the possibility of error correction for attractive design. 

Recently, the rich QR code, which adds the significance without 

losing error correction capacity, was introduced in [3]. The 

authors proposed a novel method of blending a color image into 

the QR code, which modifies the QR code source pixels so  that 

the white (rsp. black) module pixels are transformed from white 

(rsp. black) to any RGB values and whose luminance value is 

considered as white (rsp. black) pixel by QR code binarization 

method. Recently, the QR code steganography, which aims to 

hide a secret message into a QR code, was introduced. In [4] and 

[5] the authors suggest inserting the secret message by using the 

error correction capacity of the QR code. That means, they 

changed the bits encoded in the standard QR code, and inserted 

errors into it. In this case, the secret message does not disturb the 

reading process of the QR code message, but the error capacity of 

QR code is low. The maximum secret message length, mentioned 

in [4], is equal to 1215 bytes for QR code V40.  

 

II. METHODOLOGY 

 

A rich QR code with a public level and a private level is 

discussed in this section. The main purpose of a private message 

sharing scenario is the invisible storage and transmission of 

private information into QR code. 

 

A. Two Level QR (2LQR) Code Generation 

 

Like the standard QR code, the 2LQR code has the same specific 

structure, which consists of position tags, alignment patterns, 
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timing patterns, version and format patterns. However, in the 

standard QR code, we have white and black modules and in the 

2LQR code we have white modules and textured modules instead 

of black modules. This replacement of black modules by textured 

modules does not disrupt the standard QR code read ing process. 

But it allows us to have a second storage level, which is invisible 

to the standard QR code reader. This second level contains the 

private message, enwith q-ary code with error correction capacity 

.The textured modules are named textured patterns in the rest of 

this paper. These textured patterns have specific features and are 

used for private message Mpriv storage in the proposed 2LQR 

code. In private message sharing scenario, the black modules of 

these pattern are also replaced by textured patterns. Now we 

describe the 2LQR code generation steps as illustrated in Fig. 2. 

The input information is the public message Mpub and the 

private message Mpriv. The output is the 2LQR code. 

 

 
Figure. 2. Overview of 2LQR code generation steps. 

 

Public message Mpub storage . 

 

The public message Mpub is stored in the standard QR code, 

using the classical generation method described in [1]. The 

standard QR code generation algorithm includes the following 

steps. First of all, the most optimal mode (numeric, 

alphanumeric, byte or Kanji) is selected by analyzing the 

message content. The message Mpub is encoded using the 

shortest possible string of bits. This string of b its is split up into 8 

bit long data codewords. Then, the choice of error correction 

level is performed and the error correction codewords using the 

Reed-Solomon code are generated. After that, the data and error 

correction codewords are arranged in the correct order. In order 

to be sure that the generated QR code can be read correctly, the 

best (for encoded data) mask pattern is applied. After this 

manipulation, the codewords are placed in a matrix in a zigzag 

pattern, starting from the bottom-right corner. The final step is to 

add the function patterns (position tags, alignment, timing, format 

and version patterns) into the QR code.  

 
Private message Mpriv encoding  

 

The private row-b it string is encoded using error correction code 

(ECC) to ensure the message error correction after the P&S 

operation. We use the block codes, and more precisely cyclic 

codes (or polynomial-generated codes) such as Golay code [15] 

or Reed-Solomon code, for message encoding. Cyclic codes can 

be defined in matrix form and polynomial form .Any cyclic code 

C is defined by [n,k,d] parameters, where n is the length of the 

codeword, k is the number of information digits in the codeword, 

d is the minimum distance between distinct codewords. The n-k 

digits in the codeword are called parity-check d igits, and in ECC 

these digits are used for error detection and correction. The 

minimum distance d of the code C ensures that up to  t=(d-1)/2 

errors can be corrected by the code C. 

 
Textured Pattern Selection: 

 

The Textured pattern  Pi , i = 1, . . . , q are images of size p × p 

pixels. We choose q patterns from a database of Q _ q textured 

patterns, which are binary and have the same density (ratio of 

black pixels), equal to b, and have related spectra. The reading 

capacity of private level depends on pattern density: a large 

density valuecan disable the reading process of private level.  

Black module replacement . The codeword Cpriv is inserted in 

standard QR code by replacing the black modules with textured 

patterns P1, . . . , Pq respecting the codeword Cpriv , starting 

from the bottom-right corner. Then, in the case of private 

message sharing scenario, the textured patterns are placed in the 

position tags with respect to the chosen permutation σ. 

 

B. Recognition Method 

 

The overview of the 2LQR code read ing process is illustrated in 

Fig. 5. First, the geometrical distortion of P&S 2LQR code has to 

be corrected during the pre-processing step. The position tags are 

localized by the standard process [1] to determine the position 

coordinates. The linear interpolation is applied in order to re -

sample the P&S 2LQR code. Therefore, at the end of th is step, 

the 2LQR code has the correct orientation and original size NxN 

pixels. The second step is the module classification performed by 

any threshold method. We use global threshold, which is  

calculated as a mean value of the whole P&S 2LQR code.Then , 

if the mean value of the block pxp pixels is smaller pixels is 

smaller than global threshold, this block is in a black class (BC). 

Otherwise, this block is in a white class (WC ). The result of this 

step is two classes of modules. In the next step, two parallel 

procedures are completed. On one side, the decoding of public 

message Mpub is performed by using standard QR code decoding 

algorithm and the positions of the white and black modules. And 

on the other side, the BC class is used for pattern recognition of 

the textured pattern in P&S 2LQR code. The class BC contains 

the textured patterns BPi ,i=1,….Ncxn, where Ncxn is the total 

number of codeword dig its, Nc is the number of codewords, n is 

the number of digits in the codeword. Therefore, there are Ncxn 

textured patterns, which belong to q classes. 
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Figure. 3. The overview of 2LQR code reading  process. 

 

III. CONCLUS ION 

 

In this paper a new rich code called two level QR (2LQR)  

Code is proposed. This 2LQR code has two levels: a public level 

and a private level. The public level can be read by any QR code 

reading application, while the private level needs a specific 

application with specific input informat ion. This 2LQR code can 

be used for private message sharing or for authentication 

scenarios. The private level is created by replacing black modules  

With specific textured patterns. These textured patterns are 

considered as black modules by standard QR code reader. Thus 

the private level is invisible to standard QR code readers. In 

addition, the private level does not affect in anyway the reading 

process of the public level. The proposed 2LQR code increases 

the storage capacity of the classical QR code due to its 

supplementary reading level. Experiment results show that the 

storage capacity is improved by up to 28% (transition from 

message size equal to 272 bits to a message length of 380 bits). 

The storage capacity of the 2LQR code can be improved by 

increasing the number of textured patterns used or by decreasing 

the textured pattern size. All experiments show that even with a 

pattern size of 6x6 pixels and with an alphabet dimension q=8, it 

is possible to obtain good pattern recognition results, and 

therefore a successful private message extraction. However, we 

are facing a trade-off between the pattern size, the alphabet 

dimensions and the quantity of stored informat ion during the 

2LQR code generation. Attackers use malicious QR codes in 

phishing attacks. An attacker could create thousands of business cards 

purporting to be from Subway that say, 'Free foot long if you join our 

QR Club' printed next to the malicious code. When they scan the 

code and enter the link, the site could simply respond, 'Thank you for 

joining the club' while silently installing a Trojan. To avoid this 

problem by propose the Enhance attack detection algorithm in our 

future work. In this algorithm automatically analyses the receiving 

QR code. If the message contain attacker url then automatically block 

corresponding QR code message and which is add to the spam list. In 

this manner we are prevent from attacker activities 
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